
In our 
102nd 
year, the 
Cook 
County 
Bar As-
sociation 
indeed 
took our 
seat at 
the ta-

ble!  We have worked tire-
lessly to ensure meaningful 
impact within our communi-
ty.   

This year started off with a 
bang as CCBA and its mem-
bers showed up in droves to 
help in the election of Juan 
Thomas as NBA President-
Elect at the 91st annual Na-
tional Bar Association Con-
vention.   Thomas is a cur-
rent CCBA Board Member 
and we are excited for him to 

serve in this national posi-
tion.  He will be installed as 
President in Toronto in Au-
gust, and we will be there in 
full force to support him dur-
ing his term.    

Though this was a major 
win for our bar association, 
this was not the only election 
highlight of our year. As an 
Assistant State’s Attorney, I 
was happy to see Chicago 
and Cook County make histo-
ry with the election of the 
first African American Cook 
County State's attorney, Kim 
Foxx.  

Our work continued as we 
hosted our popular Town Hall 
Meetings in partnership with 
both Trinity United Church 
and DuSable African Ameri-
can History Museum.  In 
September, we continued our 
discussion about the police 
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As I prepare to serve as 
the President of this historic 
and great institution, I am 
humbled by the legacy of the 
Cook County Bar Association 
and prepared to make my 
contribution.  We are enter-
ing our 103rd year under the 
appropriate theme of 
“Breaking Ceilings and Build-
ing Bridges.”  I am excited to 
execute the vision.  Be that 
as it may, I know that this 
leadership role is not just 

continued on page 2 

about me.  It is about us be-
cause our whole is greater 
than the sum of its parts.   

I wanted to share with 
you my story behind the du-
ty of service that I undertook 
when I had the honor of be-
coming an attorney.  Like 
most of our exposure that 
shapes us, it started at 
home.  Very early in my life, 
my mother repeatedly and 
intently unmasked the rich-
ness to me that is the history 

UPCOMING EVENTS 
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of Africans in this world.  I 
remember trips to the library 
where my 
mother re-
quired that I 
check out 
books about 
the lives of 
historical 
black people 
and their 
role in histo-
ry across 
the globe. 
To ensure 
that I actu-
ally read the 
books, my 
mother re-
quired a for-
mal and 
written book 
report about 
every book I 
read.  As a 
child, it seemed burdensome 
because these assignments 
were in addition to my school 
homework assignments. 
Nevertheless, I had an op-
portunity to read and study 
the lives and impact of many 
black historical figures, in-
cluding Mansa Musa of Mali, 
Booker T. Washington, Dick 
Gregory, Mary McLeod Be-
thune, Elijah Muhammad, Al-
thea Gibson, Nelson Man-
dela, Ida B. Wells and many, 
many more.  

While immersing myself in 
the narratives of these suc-
cessful and courageous indi-
viduals, I noticed a constant 
and common theme—they all 
used their platforms to help 
others and to fight against 
the rampant injustices in 
American society and 
abroad.  In every story that I 
read, each person realized in 
their life that their journey 
was not just about them. 
The exposure and opportuni-
ties afforded to them, from 
their hard work and dedica-
tion to their talents and gifts, 

went in vain if they only 
thought of themselves.  Their 

biographies, 
mission and 
purpose were 
bigger than 
the individual 
and they knew 
it.   
Take Mary 
McLeod Bethu-
ne for exam-
ple, one of 
my favorite 
biographical 
reads.  Bethu-
ne, the 
daughter of 
slaves, 
became one of 
the most pro-
gressive edu-
cators and 
foremost busi-
nesswomen in 

the nation during her 
time.  She dedicated her life 
to providing quality education 
to African-American students 
in a school that she founded 
and helped fund.   Her life-
time accomplishments go 
above and beyond what I am 
even able to write.  However, 
when commenting about the 
historical overturn of Plessy 
v. Ferguson, the U.S. Su-
preme Court case that legal-
ized “separate but equal” ac-
cess to public facilities and 
accommodations for African 
Americans, Bethune wrote, 
“We must gain full equality in 
education . . . in the fran-
chise . . . in economic oppor-
tunity, and full equality in the 
abundance of life.”   At no 
point in her statement did 
she make it about her.  Her 
benevolence could be seen in 
her words as well as her 
works.  She spoke and 
worked for the greater “we.” 
In her service, she succeed-
ed.  She dutifully saw the 
bigger picture.   

That’s why I am active 

in my service to the Cook 
County Bar Association.  I 
realized early that my prac-
tice in the law was not just 
about me.  Since it seemed 
as if we always needed the 
brain trust of one, I became 
a lawyer to act as a resource 
to my family and my commu-
nity.  I serve as a lawyer to 
protect our present and fu-
ture by attempting to ensure 
that we maintain our seat at 
the table.  I serve so that we 
have a voice in the process, 
whatever that process may 
be.  I serve to aid in the fight 
against legal and economic 
injustices which seem to af-
fect people that look like me 
the most.  I do this humbly, 
with every servant leader of 
our Board, our Bar members 
and concerned members of 
our respective communities.  

In every aspect of how I 
serve, I bring my view.  My 
view is that of a Black wom-
an, from the south side of 
Chicago who uses her legal 
tool belt to help obtain eco-
nomic, educational and abun-
dant equality for us all.  I 
want the same for us that 
Bethune, and those who 
came before us, wanted as 
well.  I am forever grateful to 
those came before me, who 
fought for my opportunities. 
Now, as a lawyer in my posi-
tion, I have an inherent duty 
to do the same for the next 
generation.   

Together with the Cook 
County Bar Association, I am 
willing to put work with my 
words.   We have made tre-
mendous strides, but as you 
are well aware, we still have 
a long way to go.  As I pay 
homage to our past, I also 
dutifully see the bigger pic-
ture.  It’s not just about me. 
It’s about us.  In our service, 
we shall succeed.   

▪ Dartesia Pitts,
 President-Elect 
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CCBA AND THE NATIONAL BAR ASSOCIATION: 
A Historical Account of the Unbroken Bond Between Organizations 

At the 1918 meeting of the 
National Negro Bar Associa-
tion in Atlantic City, N.J., 
held in conjunction with the 
National Negro Business 
League, the sentiment was to 
form an independent national 
bar group.  For ten years the 
lawyers met as an auxiliary 
group of the business league. 
The push for an independent 
group became apparent when 
the lawyers realized that they 
could not function as the 
auxiliary of a business group 
whose historical role was not 
to rock the boat.  The law-
yers sought an aggressive 
forward action to combat rac-
ism.   

At the 1922 Annual Meet-
ing, the steering committee 
recommended a severance of 
the relationship between the 
lawyers and the business 
league.  The organizational 
meeting for the new group 
was scheduled for 1923 in 
Chicago, IL.  The Cook Coun-
ty Bar Association (“CCBA”), 
under the leadership of 
Champion J. Waring, was to 
host the meeting.  Because 
of conflicts with trial calen-
dars, the Chicago meeting 
was postponed.  Changes 
within the lawyer’s group 
represented a shift from the 
south to the midwest, and 
from small jurisdictions to 
larger urban areas.  (In 1926 
there were 341 black lawyers 
practicing in urban areas of 
100,000 or more.  Of that 
number, 95 were practicing 
in Chicago and 50 were prac-
ticing in New York.) 

In the summer of 1924, 
George H. Woodson, a black 
lawyer practicing in Des 
Moines, Ia., met with promi-
nent members of CCBA to 
discuss the formation of a 
national bar association.  The 
lawyers present at the meet-

agement to the launching of 
the NBA. 

▪ C. Francis Stradford, 1st
Vice President of CCBA. 
Stradford would later be 
elected president of the NBA, 
after he completed his term 
as president of CCBA.  Strad-
ford was described as a 
"lawyer's lawyer" and superb 
administrator who used his 
skills to grow and raise the 
public image of the  CCBA 
and NBA. 

▪ Wendell E. Green, a
young lawyer, admitted to 
the bar in 1920, was a staff 
attorney in the Cook County 
Public Defender's Office. 

▪ Jesse N. Baker, a young
lawyer, admitted to the bar 

in 1919, was in pri-
vate practice. 
▪ William H. 
Haynes, a young 
lawyer, admitted to 
the bar in 1916, 
worked as a special 
assistant attorney 
general. 
▪ George C. Adams,
a young lawyer, ad-
mitted to the bar in 
1920, was in pri-
vate practice. 
Green was elected 

Secretary of the NBA and 
served as chairman of the 
Committee on Constitution 
and Bylaws, Haynes was 
elected regional director for 
Region 5, and Baker was 
elected treasurer. 

Future installments will ex-
plore the connections be-
tween CCBA and NBA.  In 
2017, we will have the honor 
of saluting a CCBA board 
member as the incoming 
President of the NBA: Juan 
Thomas.   

The connection continues… 

▪ CCBA Past President,
Geraldine Simmons 

ing signed an expression of 
intent to form a national as-
sociation of the nation's black 
lawyers.  Present at that 
meeting were Wendell E. 
Green, C. Francis Stradford, 
Jesse N. Baker, William H. 
Haynes, George C. Adams, 
Edward H. Wright, Richard E. 
Westbrooks, and Judge Al-
bert George.    

In December 1924, George 
H. Woodson proposed to call 
a meeting in Des Moines, Ia., 
on August 1, 1925, for the 
purpose of formally organiz-
ing the National Bar Associa-
tion.  The meeting was called 
and held in the Polk County 
Court House.  Seven states: 
Iowa, Minnesota, Missouri, 
Kansas, Washing-
ton. D.C., Massa-
chusetts, and Illi-
nois, were repre-
sented at the 
meeting. CCBA 
members present 
for the organiza-
tional meeting in-
cluded Champion 
J. Waring, Wendell 
E. Green, C. Fran-
cis Stradford, Jes-
se N. Baker, Wil-
liam H. Haynes, 
and George C. Adams.  Of 
the initial officers, Wendell E. 
Green was elected secretary, 
and Jesse N. Baker was 
elected treasurer.  Seven ge-
ographical regions were cre-
ated, and William H. Haynes 
was elected regional director 
for Region 5.  Wendell E. 
Green also chaired the Com-
mittee on Constitution and 
Bylaws.   

Which CCBA members pre-
sent at the NBA’s creation ?  

▪ Champion J. Waring,
President of CCBA.  One of 
the elder practitioners of the 
group.  Waring was credited 
with giving aid and encour-
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and further stated, “I think 
he did it because he’s Mexi-
can and Mexican men take 
whatever they want.” Ac-
cording to the jurors, H.C. 
explained that, in his experi-
ence, “nine times out of ten 
Mexican men were guilty of 
being aggressive toward 
women and young girls,” rel-
evant given the fact that the 
defendant was accused of 
sexually assaulting two teen-
age sisters in a public wash-
room.  Finally, the jurors re-
counted that H.C. said that 
he did not find the defend-
ant’s alibi witness credible 
because, among other 
things, the witness was “an 
illegal.” In fact, the witness 
testified during trial that he 

violence against African 
Americans. We held our tra-
ditional November Dinner 
Meeting where we honored 
Past President, and the first 
female President of the NBA, 
Judge Arnette Hubbard, giv-
ing her the legal icon award. 

A high moment of diversity 
and inclusion this year was 
the creation of the LGBTQ 
Section in December.  Since 
its inception, it has been very 
active including hosting a 
well-attended Black History 
Month event, a film screening 
of James Baldwin’s, “I Am 
Not Your Negro,” sponsored 
by Baker McKenzie.   

We fostered the partner-
ships we’ve developed with 
several community organiza-
tions to show our strength in 
numbers, including Rainbow 
PUSH; Dorothy Brown, Clerk 
of the Cook County Circuit 
Court; and the Illinois Legis-
lative Black Caucus.   In 
these partnerships, we spon-
sored community forums to 

discuss and explain the De-
partment of Justice’s Report 
on its investigation of the 
Chicago Police Department 
(“DOJ Report”).  We also ad-
dressed the State of the 
Black community and edu-
cated the public about how 
to navigate the courts and 
how to handle the police.   

In response to the DOJ’s 
Report and the impending 
expiration of the Fraternal 
Order of Police’s contract, we 
created an Ad Hoc committee 
of Board Members and Past-
Presidents to review and 
make recommendations to 
the contract in preservation 
of the people’s constitutional 
rights.  This culminated in a 
CCBA press conference on a 
follow-up letter written to the 
City of Chicago demanding a 
seat at the table, to serve as 
an independent third-party 
observer on behalf of Black 
and Brown people who are 
disproportionality affected by 
the police during the FOP ne-

UNITED STATES SUPREME COURT CASE ALERT: 
Evidence of Racial Bias Now Admissible Under Rule 606(b) 

discuss the verdict.  Under 
court supervision, the attor-
ney obtained affidavits from 
the two jurors and filed a 
motion for a new trial.  Ac-
cording to two jurors who 
waited behind after everyone 
else had left, a juror identi-
fied as H.C. said that he 
“believed the defendant was 
guilty because, in [his] expe-
rience as an ex-law enforce-
ment officer, Mexican men 
had a bravado that caused 
them to believe they could do 
whatever they wanted with 
women.”  

The jurors reported that 
H.C. stated his belief that 
Mexican men are physically 
controlling of women because 
of their sense of entitlement, 

continued on page 14 

gotiations.  To date, we’re 
still waiting on the City to re-
spond.   

We’ve done all of this and 
the Bar year isn’t even over. 
We have so much more in 
store, including our annual 
Law Day scheduled for May 
6, which also is expected to 
be a success.  This year, 
we’ll be taking participating 
students to 26th and Califor-
nia to see the criminal court 
system at work.  Hopefully, 
they will be inspired to serve 
as a judge or lawyer from 
their experience and deterred 
from becoming a part of the 
system.  It has been an hon-
or to serve as the Cook 
County Bar Association Presi-
dent and with the help of my 
Executive Officers, Board, 
Executive Director and Mem-
bership, we have definitely 
been taking our seat at the 
table! ▪ Natalie Howse,

 President 

In 2017, the United States 
Supreme Court held that evi-
dence of racial bias creates 
an exception to a rule of evi-
dence prohibiting certain tes-
timony that is as old as the 
right to a trial by jury in the 
United States. See Pena-
Rodriguez v. Colorado, No. 
15-606, 2017 WL 855760 
(U.S. Mar. 6, 2017).    

Almost immediately after 
convicting Miguel Angel Pena
-Rodriguez of unlawful sexual 
contact and harassment, two 
jurors told his attorney that 
another juror made racist 
comments about the defend-
ant and one of his alibi wit-
nesses.  After the jury was 
discharged, defense counsel 
went into the jury room to 
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The millennial generation en-
compasses those born any-
where from the early 1980s 
to the late 1990s and make 
up the 
largest 
portion of 
the U.S. 
work-
force. De-
spite be-
ing the 
most edu-
cated in 
compari-
son to 
previous 
genera-
tions, 
they are 
often ste-
reotyped 
as entitled, lacking work eth-
ic and as job hoppers. The 
millennial that went to law 
school and passed the bar 
exam doesn’t escape this 
stereotype either. The truth 
is that the millennial lawyer 
is accomplished and has high 
expectations for themselves 
and their employer. 
In law firms across the coun-
try, there’s a large discon-
nect between more seasoned 
lawyers and the younger 
crop of millennial lawyers. 
Millennial lawyers often chal-
lenge the status quo with 
their nontraditional approach 
to getting things done, leav-
ing the older generations 
shaking their head in dismay. 
They simply don’t believe in 
doing things a certain way 
because that’s the way it’s 
always been done. However, 
just because their working 
style is different, doesn’t 
make it wrong. Like it or not, 
the millennial lawyer is the 
lawyer of the future. There-
fore, it’s important for law 
firms that want to continue 

to grow to embrace them 
and understand their values 
and motivations to foster a 
more cohesive environment.  

Millennial 
Lawyers 
Value Flexi-
bility and 
Efficiency 
The Baby 
Boomers and 
Generation X 
lawyers often 
sacrificed 
their person-
al life for the 
sake of mak-
ing big 
bucks, either 
by trying to 
make partner 
or by building 

a thriving legal practice. 
However, millennial lawyers 
are less driven by salary as 
previous generations were. 
They truly believe that they 
can have it “all.” They don’t 
believe that they should have 
to give up their desires for a 
family and fulfilling personal 
life to work 70+ hours in the 
office.  
This doesn’t mean that they 
are lazy and simply want to 
goof off. Since they are often 
proficient in technology, they 
believe that as long as they 
have a laptop and a wi-fi 
connection, they can get 
work done anywhere and at 
anytime. They reject the no-
tion of being in the office 
solely for “face time” when 
they can get the same 
amount of work done, if not 
more, at home, in a coffee 
shop or on the beach.  
Practical Tip:  
Embrace technology to aide 
in communication. Emails 
and text messages are often 
preferred methods of com-
munication, rather than face-

to-face conversations and in-
person meetings. No need to 
eliminate face time interac-
tion completely, but integrat-
ing technology into the prac-
tice will go a long way. Em-
ployers may not be as up-to-
date on technology, so seek 
out millennial associates for 
ideas on how to advance the 
firm through technology, and 
actually listen and implement 
those ideas if it’s a good fit. 
Offer flexible hours or alter-
native work arrangements. 
Don’t discourage millennial 
attorneys from leaving the 
office early in the day. As 
long as they continue to pro-
duce a stellar work product 
and are responsive to client/
partner needs in a timely 
fashion, display that you 
trust them to get the job 
done by foregoing the re-
quired face time.  
Millennial Lawyers Are 
Motivated By Growth and 
Purpose 
Contrary to popular belief, 
millennial lawyers actually 
want to work, and work hard. 
However, they want their 
work to have purpose and 
opportunities for growth. 
Nothing discourages a mil-
lennial lawyer more than be-
ing stuck doing busy work 
that does not aid in their 
growth or development as an 
attorney. Too many attor-
neys in the older generation 
take the “sink or swim” ap-
proach by giving assign-
ments with little direction 
and even less feedback. Part-
ners should be clear about 
what is expected and what 
millennials can do to improve 
and advance. The more 
open, the better. Millennials 
don’t want to feel like ad-
vancement is some secret or 
unattainable feat at the firm. 

UNDERSTANDING THE MILLENIAL LAWYER: 
Practical Tips to Enhance Effectiveness and Efficiency in Your Workforce  

continued on page 11 
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Brainstorming sessions 
regarding the establishment 
of a section or 
committee fo-
cused on sup-
porting and ad-
vocating for the 
rights of mem-
bers of the Les-
bian, Gay, Bi-
sexual, 
Transgender 
and Queer/
Questioning 
(“LGBTQ”) com-
munity resulted 
in the establish-
ment of the first 
ever Cook 
County Bar As-
sociation 
(“CCBA”), 
LGBTQ Section, 
as affirmed by a 
unanimous vote 
from the CCBA 
Board of Directors in Decem-
ber 2016.   

The objectives of the 
LGBTQ Section mirror those 
of the CCBA, with a focus on 
legal issues in the African 
American LGBTQ community. 
Thus, this Section takes an 
advisory and active interest 
in legal matters and ques-
tions of public policy affecting 
LGBTQ African Americans; 
fosters a spirit of fellowship 
among the members of the 
Section and the CCBA, in 
general; works to maintain 
dignity and promote the con-
stitutional rights of all per-
sons, particularly LGBTQ per-
sons; promotes equal justice 
under the law for all; works 
to improve access to justice 
for all; and promotes in-
creased diversity within the 
legal community, including 
the judiciary,  and in particu-
lar recognition representation 
of the LGBTQ community. 

Arising out of the excite-
ment resulting from a unani-

mous ap-
proval of the 
LGBTQ Sec-
tion, its 
members 
quickly be-
gan their 
work creat-
ing pro-
grams and 
events tai-
lored toward 
the objec-
tives of the 
Section. In 
fact, to date, 
the LGBTQ 
Section has 
developed 
and success-
fully imple-
mented two 
(2) well-
attended 

events.  First, on February 
24, 2017, the LGBTQ Section 
worked in conjunction with 
the African American and 
LGBT Affinity groups of Baker 
McKenzie to create the “Out 
at the Movies” event in which 
participants were invited to 
view the Academy Award 
nominated movie, “I Am Not 
Your Negro,” a reflection of 
the literary works of James 
Baldwin with respect to the 
unequal, discriminatory and 
segregated movements of 
the south during the Jim 
Crow era.  Over 100 people 
attended the event. Prior to 
the movie viewing, Baker 
McKenzie graciously hosted a 
fantastic cocktail reception at 
its offices where Attorney 
Rochelle McAllister gave 
some inspirational and 
thoughtful remarks.  We 
thank Attorney McAllister for 
facilitating the cocktail 
reception.    

TAKING THE ROAD LESS TRAVELED: 
Newly Formed LGBTQ Section Comes Out Strong Since Its Inception 

The second event was a 
brunch held March 4, 2017, 
at The Drew on Halsted, a 
comfortable, yet urbane and 
chic establishment in the 
Boys’ Town community on 
the north side of Chicago. 
Spearheaded by Attorney 
Masah Renwick and Ms. Dia-
mond Smith, a second-year 
law student at DePaul Uni-
versity College of Law, the 
Section welcomed over 25 
guests.  The brunch was a 
casual, yet powerful fellow-
ship that brought together 
familiar faces, new friends, 
and long-time supporters.   

The LGBTQ Section is 
committed to fostering posi-
tive partnerships and rela-
tionships with outside enti-
ties that are built on an alle-
giance of reciprocity where 
both parties agree to support 
the endeavors and ideals of 
each other. For example, 
Baker McKenzie has agreed 
to sponsor the LGBTQ Sec-
tion’s upcoming CLE program 
presented by Lambda Legal, 
Post Obergefell:  The New 
LGBT Cases After Marriage 
Equality. The CLE is slated 
for April 5, 2017, from 11:30 
a.m. – 1:00 p.m.  Appropri-
ate CLE credit will be given 
to all attorneys present and 
lunch will be provided.  

Special thanks goes out to 
the LBGTQ Section commit-
tee for their hard work in 
creating this phenomenal 
programming, including 
Levander Smith, the Chair of 
the Section, and CCBA Vice 
President of Education and 
Information, Jerrod Williams 
who supported and advocat-
ed for the creation of the 
LGBTQ Section. 

▪ Byron M. Wardlaw,
Vice-Chair LGBTQ Section 
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LQBTQ SECTION’S FIRST ANNUAL BRUNCH 



CYBER SECURITY IN THE AGE OF WIKILEAKS: 
Attorneys Have Ethical Duty to Protect Clients’ Private Information 

It’s your life’s work.  It’s 
the fruit of your labor.  It’s 
your image.  It’s your repu-
tation.  It is your confiden-
tial documents, your per-
sonal information, your cli-
ent information, and your 
treasured photos—all 
stored in electronic form. 
A cyber attack could sabo-
tage you by denying your 
access to this information, 
making unauthorized modi-
fications to this information 
or disclosing this infor-
mation without your ap-
proval. 

If the loss of personal, 
business, or client infor-
mation is not one of the 
top concerns of you and 
your organization, it should 
be.  According to the FBI 
website, “The threat is in-
credibly serious—and grow-
ing. Cyber intrusions are be-
coming more commonplace, 
more dangerous, and more 
sophisticated.”  As attorneys, 
we cannot ignore this trend; 
simply put, it is only a matter 
of time before one of us will 
face an online attack affect-
ing our desktops, laptops, 
tablets, smart phones, or 
servers.  The outcome could 
result in unpleasant conse-
quences, such as identity 
theft, fraud, ransom pay-
ments, civil action, or an at-
torney disciplinary complaint. 

Although definitions vary, 
the National Institute of 
Standards and Technology 
(“NIST”) describes cyberse-
curity as “the process of pro-
tecting information by pre-
venting, detecting, and re-
sponding to attacks.”  The 
purpose of this article is to 
increase your awareness of 
cybersecurity such that it 
prompts you to action – to 
want to learn more, to as-

data that compromises the 
security, confidentiality, or 
integrity of personal infor-
mation maintained by the 

data collector.”  Personal 
information includes, for 
example, name and social 
security number or medical 
information, or user name 
or email address and pass-
word or security question 
and answer.  A violation of 
PIPA represents an unlaw-
ful practice under the Con-
sumer Fraud and Deceptive 
Business Practices Act. 
Civil penalties can apply for 
violation of requirements 
for the disposal of materi-
als containing personal in-
formation.   
Given the wariness the 

public may have about be-
ing subjected to biometric 

technology to support secure 
business transactions, Illinois 
enacted 740 ILCS 14, the Bi-
ometric Information Privacy 
Act (“BIPA”).  BIPA limits the 
definition of biometric identi-
fiers to “a retina or iris scan, 
fingerprint, voiceprint, or 
scan of hand or face geome-
try.”  Biometric identifiers 
determine the unique bio-
metric information for an in-
dividual.  BIPA applies to pri-
vate entities and specifies 
requirements for the reten-
tion, collection, disclosure, 
and destruction of biometric 
information.  BIPA also al-
lows an individual to initiate 
a cause of action against a 
private entity for any viola-
tions.  

A complaint against Chi-
cago-based firm Johnson & 
Bell represents one of the 
first cases where a law firm 
was sued for malpractice 
based on insufficient data se-
curity protections.  In addi-
tion to Illinois law, several 

sess your organization’s level 
of readiness, and to imple-
ment an effective plan of ac-

tion.   
Legal Authority 

The Illinois Supreme 
Court addressed cybersecuri-
ty by amending several Rules 
on Professional Conduct that 
were made effective on Janu-
ary 1, 2016: Comment [8] to 
Rule 1.1: Competence; Rule 
1.6(e): Confidentiality of In-
formation; and Comment 
[18] to Rule 1.6€, which fur-
ther clarifies new responsibil-
ity. 

Illinois enacted 815 ILCS 
530, the Personal Infor-
mation Protection Act 
(“PIPA”), to state require-
ments for breach notification, 
disposal, and data security of 
personal information.  PIPA 
applies to a data collector, 
which is any public or private 
“entity that, for any purpose, 
handles, collects, dissemi-
nates, or otherwise deals 
with nonpublic personal in-
formation.”  PIPA defines a 
breach as the “unauthorized 
acquisition of computerized 
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The 2016-2017 CCBA 
Website Committee consists 
of CCBA Executive Director 
Cordelia Brown, Urie Clark, 
Michelle Jenkins, Sharnice 
McClinic, Lisa Young Laven-
der, and Kenneth Carr 
(Chairperson).   

The Committee seeks to 
ensure relevant information 
is reflected on the CCBA 
website in a timely, concise, 
and coherent manner.  The 
Committee performs its work 
through email communica-
tion instead of fixed, regular 
meetings.  

For the 2016-2017 Bar 
Year, the Committee focused 
on deploying a new, rede-
signed website, which 
launched in August 2016, 
and reaping the benefits of 
improved productivity from 
the new content manage-
ment interface.  After web-
site content has been ap-
proved for publication, the 
new interface allows the 

Committee to make changes 
to the website and post text 
and graphics in a matter of 
minutes, instead of hours, 
depending on the scope of 
the changes, the extent of 
special formatting require-
ments, and the availability of 
Committee members to up-
date the website.   

We welcome more Com-
mittee members.  Please join 
us to continue improving the 
website.  It is a great way to 
learn about the “nuts and 
bolts” of website content de-
velopment.  Contact any 
Committee member through 
the bar office if you are in-
terested.   

The new CCBA website is 
viewable on computers, tab-
lets and smart phones.  If 
you have not visited the new 
website lately, please visit 
www.cookcountybar.org.  

▪ Kenneth Carr, Chair  
Website Committee 

WEBSITE COMMITTEE KEEPS 
CCBA UP TO DATE 

CCBA ADVOCATES FOR SEAT 
AT F.O.P. TABLE 

On February 28, 2017, 
CCBA hosted a press confer-
ence at the Law Offices of 
Karchmar and Lambert, P. 
C., regarding its outreach to 
Mayor Rahm Emanuel and 
the city, requesting a seat at 
the table during the Fraternal 
Order of Police (F.O.P) con-
tract negotiations.  CCBA 
Past President Larry Rogers, 
Jr. and Board members Can-
non Lambert and Mecca 
Thompson were present for 
the conference.   

The current agreement 
with the F.O P., negotiated 
during the tenure of Garry 

McCarthy, ends June 30th of 
this year. The CCBA has con-
tacted Mayor Emanuel for-
mally requesting an oppor-
tunity to observe all negotia-
tions related to the F.O.P. 
Contract.  

Throughout its 102-year 
history, the CCBA has been a 
conduit to the community for 
issues impacting law and or-
der in the city of Chica-
go. The integrity and exper-
tise of the CCBA places the 
organization in a unique po-
sition to communicate and 
advocate for Chica-
go citizens.     ▪ Staff Writer 

CCBA ABOUT 
TOWN 
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Starting July 1, 2017, Illi-
nois will have the biggest 
change to the Illinois Child 
Support statute in decades. 
The net income/percentage 
of income model has been 
the law of the land in Illinois 
for over 30 years. The main 
criticism of the current law is 
that it fails to account for 
both parents’ income and the 
standard of living the child 
would have enjoyed had the 
family remained intact. Un-
der the new law, gone is the 
percentage model. Illinois 
will be the 40th state to im-
plement an income shares 
model “to calculate child sup-
port based upon the parents’ 
combined adjusted net in-
come estimated to have been 
allocated to the child if the 
parents and children were 
living in an intact house-
hold.” 750 ILCS 5/505(a)(1)
(D). The underlying public 
policy for the new law is to 
account for the standard of 
living the child would have 
had, to reward parents who 
have physical possession of 
the child for half the year, 
and to make each parent 
contribute to the cost of rais-
ing the child. 

CURRENT LAW: 

Currently, Illinois follows the 
net income/percentage mod-
el, whereby child support is 
calculated based upon a per-
centage of the net income of 
the obligor. Illinois’ current 
child support obligation is 
20% for one child, 28% for 
two, 32% for three, 40% for 
four, 45% for five, and 50% 
for six or more children. The 
real variable is what deter-
mines “net income.” Under 
the current statute, some of 
the things that are deducted 
from gross income to arrive 

split parenting time for oth-
erwise non-residential par-
ents.  

The Illinois Department of 
Healthcare and Family Ser-
vice is preparing a conver-
sion table for converting 
gross income to net income 
using a standardized tax 
amount formula. The calcula-

tion from gross income to net 
income lists a parent’s gross 
income and converts it to net 
income based upon the 
standardized tax amount for-
mula, which takes into ac-
count the number of chil-
dren.  There would be a re-
buttable presumption that 
the resulting child support 
amount is correct. 

Income under the new law 
shall be defined in 750 ILCS 
5/505(a)(3). The income 
shares legislation defines net 
income as gross income mi-
nus either the standardized 
tax amount (formula) or the 
individualized tax amount 
(formula), and minus any ad-
justments for maintenance 
ordered in the pending pro-

at net income include, but 
are not limited to, union 
dues, health insurance, life 
insurance, student loans, and 
other expenses necessary for 
the production of income and 
various business expenses. 

NEW LAW: 

Under the new income 
shares model, three main 

factors will be considered in 
determining child support: 1) 
Basic Child Support Obliga-
tion: A combined value of 
child support owed by BOTH 
parents, divided proportion-
ally between the parents 
based upon their relative in-
comes; 2) Additional Expens-
es: Other additional costs, 
which may include child care 
costs, extracurricular activi-
ties and outstanding medical 
or health insurance expens-
es; and 3) Parenting Time: 
The amount of time the child 
spends with each parent—
parties with either split or 
shared parenting time will 
see a variation in the calcula-
tion, and there will be a huge 
benefit to having shared or 

EFFECTIVE JULY 1ST: ILLINOIS LAW CHANGES CHILD SUPPORT EQUATION
New Income Shares Model Adopted to Calculate Parentage Support
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• Considers both parents’ 
relative incomes. 

• Allocates a prorated share 
of the expenses to each 
parent. 

• Considers the cost of rais-
ing a child and the rela-
tive parenting time of 
both parents (in a split or 
shared situation).  

Practitioners should note 
that the mere change of the 
law, on July 1, 2017, will not 
itself constitute a change in 
circumstances warranting a 
modification of child support. 
However, for new cases, or 
post-decree cases for which 
there are other factors pre-
sent which give rise to a sub-
stantial change, and there-
fore a basis for filing a modi-
fication, things to pay atten-
tion to under the new statute 
include: self-employment, 
multiple family situations, 

ceeding and support of chil-
dren with a different parent. 
By way of illustration, 
maintenance, SSDI, and re-
tirement benefits are includ-
ed as income for child sup-
port purposes; whereas pub-
lic aid such as SNAP, TANF 
and child support for other 
children in the household are 
not income.  

COMPARISONS: 

Current Model- Percentage of 
Obligor 
• Only considers the obli-

gor’s income. 
• Takes a simple percent-

age of obligor’s net in-
come. 

• Does not consider the 
cost to raise the child or 
the relative parenting 
time of both parties. 

 
New Model- Income Shares 

voluntary under-employment 
or unemployment, outstand-
ing healthcare expenses (for 
either the parties or the 
child), and split physical care 
(i.e., each parent has prima-
ry physical possession of at 
least one child).  

To be sure, this new law 
is a drastic change, but pro-
ponents of the law hope that 
it will give a more equitable 
distribution of the cost of 
raising a child. For family law 
practitioners used to practic-
ing under the old model, this 
is a paradigmatic change, 
and careful review of the 
statute, the new child sup-
port calculators, and attend-
ance at one or more CLEs is 
highly recommended.  

▪ Masah S. Renwick,  
Founder,  

The Renwick Firm 

They want to feel like their 
firm cares about their devel-
opment and that they aren’t 
just a faceless worker-bee. 
This motivation for growth 
and opportunity is one of the 
reasons that millennials don’t 
hesitate to leave firms. Long 
gone are the days that a 
young lawyer comes into a 
firm as a first-year associate 
and stays to make partner 
and work 30+ years. Law 
firm layoffs, stalled promo-
tions and lack of opportuni-
ties have taught them that 
even if you work hard for an 
employer, the employer has 
no loyalty to you. As a result, 
they get what they can and 
move on to a more fulfilling 
opportunity where they will 
be appreciated and think 
nothing of it.  

Practical Tip: 
Tell them how the project 
they’re working on fits into 
the scope of the entire case. 
Make them feel like they are 
a valued member of the 
team and like their ideas and 
contributions are valued and 
taken into consideration. Of-
fer leadership training and 
professional development 
opportunities to demonstrate 
your commitment to their 
growth. Partners and senior 
associates should mentor 
their millennial associates to 
increase collaboration and 
build rapport. Don’t wait until 
the annual performance re-
view to share kudos and cri-
tiques. Offer regular, struc-
tured and constructive feed-
back throughout the year. 
However, do not microman-

age. Give clear instructions 
and give them the space to 
work on it themselves. Have 
an open-door policy and be 
accessible for answering 
questions and providing guid-
ance.  
The millennial lawyer has dif-
ferent values and motivations 
than lawyers from prior gen-
erations. However, there’s 
much to be learned from 
them. Firms that choose to 
implement technology, flexi-
ble work arrangements, clear 
work assignments, regular 
feedback and mentoring op-
portunities will see an in-
crease in employee engage-
ment, a better work product 
and find themselves ahead of 
the curve.  

▪ Shelley L. Whitehead, 
Legal Bee, LLC 

UNDERSTANDING MILLENIALS, cont’d 

EFFECTIVE JULY 1ST: ILLINOIS LAW CHANGES CHILD SUPPORT EQUATION 
New Income Shares Model Adopted to Calculate Parentage Support  



Chief Judge Timothy C. 
Evans recently appointed 
CCBA member and long-time 
friend of the bar Judge Tom-
my Brewer to lead Markham 
Courthouse, serving the 6th 
Municipal District.  Judge 
Brewer was appointed acting 
Presiding Judge following the 
retirement of Judge Marjorie 
C. Laws.  Judge Brewer, a 
graduate of Northwestern 
University School of Law, 
boasts a varied legal career—
from serving as a special 
agent with the FBI to prose-
cuting gang crimes in the 
Cook County State’s Attor-
ney’s Office to serving as the 
Chief ALJ for the IDPFR to 
practicing criminal defense 
litigation in private practice 
before ultimately joining the 
bench in 2010.  Brewer now 
serves as the chief adminis-
trator for Markham Court-
house, which houses the sec-
ond largest criminal case fil-
ings in the county. In addi-
tion to handling the adminis-
trative duties of Presiding 
Judge, Brewer will continue 
to hear substantive cases 
while handling a routine ex-
pungement call. Additionally, 
Brewer continues to be a 
sponsor and mentor to CCBA 
young lawyers.  CCBA proud-
ly salutes Judge Brewer on 
his appointment and contin-
ued commitment to service 
through leadership.    

▪ Staff Writer

I know how they see me. I 
know how I come across. I 
may look like the straight, 
small and submissive Asian 
girl, but I am queer as ****. 
Looking 
and pre-
senting 
the way I 
do is a 
constant 
struggle. 
Who I 
am inter-
nally is 
so far re-
moved 
from how 
I present 
and what 
you see. 
I have 
felt invis-
ible and 
uncom-
fortable 
in my own skin for as long as 
I can remember. Moving to 
the Midwest and pursuing a 
career in the legal field has 
only amplified the discomfort 
and alienation I feel on a dai-
ly basis. I’m sure many can 
relate.  

The legal world is still as 
conservative as it’s always 
been. I’m reminded every 

day when I enter the court-
room that lawyers and judg-
es are still predominantly 
middle-aged white men. As 
hard as I may try, and as 

conservative 
as I may 
dress and 
act, I will 
never meas-
ure up. 
Feeling like 
an outsider 
permeates 
through all 
aspects of 
my life, in 
both the le-
gal world 
and also in 
the queer 
world. I’m 
not heter-
onormative 
enough, nor 
am I seen 

as “queer” enough (whatever 
that means).  

But enough about me; I 
want to talk about you. It’s 
no secret that millennials, 
persons of color, and many 
in the LGBTQ community 
have limited knowledge com-
pared to their counterparts 
when it comes to financial 
responsibility. Based on a 
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EDITORIAL: NO JUDGEMENT, NO SHAME, NO GUILT 
Brewer Appointed 
Presiding Judge 

(Left) Illinois State Bar Association Presi-

dent Vincent Corneilus along with President 

Natalie Howse and Past President Justice 

P. Scott Neville at the Cook County State’s 

Attorney’s Stradford Awards.  

(Right) CCBA President-Elect Dartesia Pitts 

and BWLA President-Elect Erika Kirkwood 

networking at MLounge. 



study conducted in 2016 by 
Prudential Financial about 
“The LGBT Financial Experi-
ence,” an overwhelming ma-
jority stated that they need 
more financial knowledge to 
reach their goals.  

The same study reported 
that 41% of those surveyed 
stated that they are strug-
gling to make ends meet or 
are unable to keep up with 
expenses. The statistics 
around homeless youth who 
identify as persons of color or 
LGBTQ are even more grim. 
Worldwide, persons of color, 
LGBT people, especially 
women and transgender peo-
ple, are discriminated against 
in the job market and tend to 
fare poorly when it comes to 
financial stability and job se-
curity. Not only do they en-
dure discrimination, but they 
often have to deal with a 
whole host of medical and 
psychological obstacles. Peo-
ple within the LGBTQ com-
munity are much more likely 
to be inundated with medical 
bills due to costly gender-
affirming surgeries, or men-
tal health medications and 
services. These obstacles can 
be especially difficult to over-
come without the support of 

friends and family.  
Seeking legal help can be 

tremendously expensive and 
nerve-wracking, particularly 
when you’re likely to run into 
judgmental lawyers who are 
unwilling to empathize with 
your individual circumstances 
and alleviate your greatest 
concerns. However, filing for 
bankruptcy may be the solu-
tion you need to get a fresh 
start. It may also be a solu-
tion if you are looking to con-
solidate your debts and make 
one affordable monthly pay-
ment, which is determined 
by your income and expens-
es.  

Financial problems can 
give rise to enormous stress 
that many of us are une-
quipped to handle. If your 
bills are becoming over-
whelming, I would urge you 
to seek out advice from an 
attorney who will listen to 
your individual situation and 
provide you with non-
judgmental guidance. There 
is no shame in asking for 
help when you need it.  

 
 

▪ Tina Tran,  
Needles & Thread Law, 

LLC 
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President Howse supporting legislative re-

form efforts 

NO JUDGEMENT, NO SHAME, NO GUILT  
CCBA ABOUT 

TOWN 

Past Presidents Marian Perkins and Judge 

Bill Hooks with President Howse at Judge 

Adrienne Davis’ Investiture. 

CCBA, IJC, and BWLA Presidents, along 

with NBA President-Elect, at the Abolitionist 

Institute's fundraiser 
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the federal approach to the 
rule, which prohibits jurors 
from testifying about the de-
liberative process—including 
the jurors’ mental processes 
or any objective events, in-
cluding statements, that oc-
curred during deliberations—

except in the 
case of juror tes-
timony about 
events extrane-
ous to the delib-
erative process. 
This federal ap-
proach was codi-
fied in Federal 
Rule of Evidence 
606(b), which 
strictly enumer-
ates the excep-
tions for when a 
juror may testify 
about delibera-
tions.  Under FRE 
606(b), a juror 
may testify 

about whether: 
1) extraneous prejudicial

information was improperly 
brought to the jury’s atten-
tion; 2) an outside influence 
was improperly brought to 
bear on any juror; or 3) a 
mistake was made in enter-
ing the verdict on the verdict 
form. 

If the proffered juror testi-
mony does not fit into one of 
those exceptions, the testi-
mony is prohibited.  That 
was the decision in Colorado. 
The trial court acknowledged 
the juror’s apparent bias, but 
denied the motion for a new 
trial based on the rule.  The 
intermediate court of appeals 
found that the juror’s state-
ments did not fall into an ex-
ception to the state’s Rule 
606(b) exceptions (which 
were identical to the FRE ex-
ceptions); and that the state 
supreme court could find no 
“dividing line between differ-
ent types of juror bias or 
misconduct” and therefore, 

could find no basis for per-
mitting the other two jurors’ 
affidavits to impeach the ver-
dict—in spite of the juror’s 
apparent racial bias.  Only 16 
jurisdictions have judicially 
recognized exceptions to the 
no-impeachment rule ban on 
juror testimony that racial 
bias played a part in deliber-
ations (Illinois not being 
among them) and no state 
has such an exception codi-
fied into its evidence rules. 
Three federal courts of ap-
peal have held or suggested 
that there is a constitutional 
exception for evidence of ra-
cial bias, and one has held 
that evidence of racial bias is 
excluded by FRE 606(b). 

The United States Su-
preme Court took the case 
“to decide whether there is a 
constitutional exception to 
the no-impeachment rule for 
instances of racial bias.” 
Pena-Rodriguez, 2017 WL 
855760, at *6.  Since FRE 
606(b) was adopted, the 
Court only addressed the 
question of a constitutional 
exception to the rule twice, 
and rejected it both times. 
Both times, the Court relied 
upon “existing, significant 
safeguards for the defend-
ant’s right to an impartial 
and competent jury beyond 
post-trial juror testimony.” 
Those safeguards include 
voir dire, the opportunity to 
learn about juror misconduct 
during trial, and juror report-
ing during trial.  Additionally, 
after a verdict has been ren-
dered, evidence of miscon-
duct other than juror testi-
mony can be used to attempt 
to impeach the verdict. 

Justices Kennedy (who au-
thored the opinion), Gins-
burg, Breyer, Sotomayor, 
and Kagan found that racial 
bias “of the kind alleged in 
this case” differs from the 
juror misconduct alleged in 

SUPREME COURT CASE ALERT: Evidence of Racial Bias Admissible Under Rule 606(b)

was a legal resident of the 
United States.  

The court denied the mo-
tion for a new trial based on 
a rule of evidence that 
“generally prohibits a juror 
from testifying as to any 
statement made during de-
liberations in a 
proceeding inquir-
ing into the validi-
ty of the verdict.” 
There are excep-
tions to that rule, 
but none of them 
applied to the ju-
ror’s racist com-
ments.  The trial 
court’s decision 
was affirmed by 
the intermediate 
court of review 
and the state su-
preme court. 
This occurred in 
Colorado. 

The rule of evi-
dence at issue is Rule 606
(b), or the no-impeachment 
rule, and it is followed to 
some degree in every state 
and the District of Columbia. 
The gist of the rule is this: 
jurors may not testify, either 
by affidavit or live testimony, 
about jury deliberations dur-
ing an inquiry into the validi-
ty of the verdict.  The rule 
“promotes full and vigorous 
discussion by providing ju-
rors with considerable assur-
ance … they will not be sum-
moned to recount their delib-
erations, and they will not 
otherwise be harassed or an-
noyed by litigants seeking to 
challenge the verdict.”  The 
rule also “gives stability and 
finality to verdicts.”   

Nine states follow a more 
lenient version of the no-
impeachment rule and only 
prohibit jurors from testifying 
about their own subjective 
beliefs, thoughts, or motives 
during deliberations.  The 
rest (including Illinois) follow 



SUPREME COURT CASE ALERT: Evidence of Racial Bias Admissible Under Rule 606(b)     

addressed—including, in 
some instances, after the 
verdict has been entered—is 
necessary to prevent a sys-
temic loss of confidence in 
jury verdicts, a confidence 
that is a central premise of 
the Sixth Amendment trial 
right.”  Pena-Rodriguez, 
2017 WL 855760, at *13. 

The Court held that now, 
“where a juror makes a clear 
statement that indicates he 
or she relied on racial stereo-
types or animus to convict a 
criminal defendant, the Sixth 
Amendment requires that the 
No-impeachment rule give 
way in order to permit the 
trial court to consider the ev-
idence of the juror's state-
ment and any resulting deni-
al of the jury trial guaran-
tee.”  Pena-Rodriguez, 2017 
WL 855760, at *14.  Alt-
hough the Court left signifi-
cant aspects of the rule to 
development by trial courts, 
the Court did hold that on 
the question of whether the 
no-impeachment bar on juror 
testimony should be set 
aside to allow further judicial 
inquiry, not every “offhand 
comment indicating racial bi-
as or hostility” will suffice: 
“For the inquiry to proceed, 
there must be a showing that 
one or more jurors made 
statements exhibiting overt 
racial bias that cast serious 
doubt on the fairness and 
impartiality of the jury’s de-
liberations and resulting ver-
dict.  To qualify, the state-
ment must tend to show that 
racial animus was a signifi-
cant motivating factor in the 
juror's vote to convict.  
Whether that threshold 
showing has been satisfied is 
a matter committed to the 
substantial discretion of the 
trial court in light of all the 
circumstances, including the 
content and timing of the al-
leged statements and the re-

earlier cases that rejected 
constitutional exceptions to 
the no-impeachment rule.  
The majority found that the 
behavior in those cases (a 
compromise verdict, intoxi-
cated jurors, and a pro-
defendant bias) was anoma-
lous, and that “neither histo-
ry nor common experience 
show that the jury system is 
rife with mischief like that 
alleged in those cases.  Pena
-Rodriguez, 2017 WL 
855760, at *13.  The jury 
system is not perfect, and 
cannot be made perfect.  Id.   

“The same cannot be said 
about racial bias, a familiar 
and recurring evil that, if 
left unaddressed, would 
risk systemic injury to the 
administration of justice.  
This Court’s decisions 
demonstrate that racial bi-
as implicates unique his-
torical, constitutional, and 
institutional concerns.  An 
effort to address the most 
grave and serious state-
ments of racial bias is not 
an effort to perfect the ju-
ry but to ensure that our 
legal system remains ca-
pable of coming ever clos-
er to the promise of equal 
treatment under the law 
that is so central to a func-
tioning democracy.”   

Pena-Rodriguez, 2017 WL 
855760, at *13. 

The Court also recognized 
that the existing safeguards 
which had been relied upon 
in the past, like voir dire, ju-
ror observations during trial 
and reporting of misconduct 
by jurors during trial, as well 
as nonjuror evidence, “may 
prove insufficient” with in-
stances of racial bias.  But 
the Court noted that the in-
adequacy of other safeguards 
was not dispositive of the 
question before it.  “A consti-
tutional rule that racial bias 
in the justice system must be 
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liability of the proffered evi-
dence.”   
Pena-Rodriguez, 2017 WL 
855760, at *14. 

The Court did not decide 
other matters, such as how 
litigants will obtain and pre-
sent juror evidence of racial 
bias under state rules of pro-
fessional conduct and local 
court rules, what procedures 
a trial court must follow 
when confronted with a mo-
tion for a new trial based on 
juror testimony of racial bias, 
and the standard for deter-
mining when evidence of ra-
cial bias is sufficient to re-
quire granting such a motion.  
Those determinations will be 
guided by the experiences of 
the jurisdictions that have 
already recognized a racial-
bias exception to the no-
impeachment rule.  The ma-
jority closed its opinion with 
this: 

“The Nation must continue 
to make strides to over-
come race-based discrimi-
nation.  The progress that 
has already been made 
underlies the Court’s in-
sistence that blatant racial 
prejudice is antithetical to 
the functioning of the jury 
system and must be con-
fronted in egregious cases 
like this one despite the 
general bar of the no-
impeachment rule.  It is 
the mark of a maturing le-
gal system that it seeks to 
understand and to imple-
ment the lessons of histo-
ry.  The Court now seeks 
to strengthen the broader 
principle that society can 
and must move forward by 
achieving the thoughtful, 
rational dialogue at the 
foundation of both the jury 
system and the free socie-
ty that sustains our Consti-
tution.”  Pena-Rodriguez, 
2017 WL 855760, at *16.  

▪Jerrod Williams 



patents, trade secrets, mer-
ger and acquisition plans, for 
example.   
Where is This Information 
Located? 

Different storage locations 
could require different cyber-
security controls.  Typical 
storage locations for elec-
tronic information include 
smart phones, USB storage 
devices, personal computers, 
company-owned computers, 
network servers, and cloud 
environments.   
Who Has Access to This In-
formation?  

Online access controls 
represent the first line of de-
fense.  Access to systems, 
databases, and applications 
should be granted on a need-
to-know basis to limit user 
access based on role or sta-
tus type, such as employee, 
contractor, supplier, family 
member, or guest.  
How is the Information Pro-
tected?  

The goal is not to gener-
ate an exhaustive list of cy-
bersecurity defenses but to 
acquire an overall under-
standing of the current pro-
tection measures in place. 
For example, basic cyberse-
cruity controls include anti-
virus software deployed on 
network devices, 2-factor au-
thentication to access the 
network, use of firewalls on 
network devices, regular 
backups, software updates 
and patches to address 
known security flaws 
(vulnerabilities), periodic se-
curity assessments, and net-
work penetration testing.  
Is the Protection Effective in 
Light of Current Threats and 
Technology Innovations? 

This question demands an 
on-going evaluation of cyber-
security defenses in the or-
ganization. Insider threats 
generally do not receive 

much attention, but are 
prevalent.  An insider threat 
results from an insider 
(employee, contractor, or 
formerly employed worker) 
who either acts with mali-
cious intent to harm non-
public information or does so 
with non-malicious intent out 
of negligence or mistake  

Other threats continue to 
grow in prominence, such as 
key loggers (which record 
your keystokes and send da-
ta back to an attacker to 
identify confidential infor-
mation) or ransomware 

(which locks your computer 
and/or files until a ransom is 
paid, usually in the form of 
virtual currency called 
bitcoins.  

New technology and busi-
ness methods also introduce 
new questions that must be 
answered about the extent of 
information and data protec-
tion.  Recent examples in-
clude cloud-based services 
(e.g., software-as-a-service, 
infrastructure-as-a-service), 
big data aggregation (e.g., 
data mining and profiling), 
and the Internet of Things 
(e.g., data storage on 
webcams, alarm systems, 
home appliances).    

federal laws could impose 
additional cybersecurity re-
quirements or implicate an 
organization for inadequate 
cybersecurity practices.  See, 
e.g., Federal Trade Commis-
sion v. Wyndham Worldwide 
Corp., 799 F.3d 236 (3rd Cir. 
2015). 
Assessment 

As outlined above, the re-
sponsibility of cybersecurity 
cannot merely be delegated 
to your Information Technol-
ogy (IT) department, your 
-house IT expert, or your ex-
ternal IT vendor.  A plan is 
required that permits you to 
be in charge and aware of 
the cybersecurity risks to 
personal, business, and client 
information for which you 
have control or responsibility. 
I propose you begin with a 
high-level assessment that 
seeks answers to the follow-
ing five questions.   

What Confidential Infor-
mation Do You Want to Pro-
tect?  

Information should be 
classified to enable proper 
administration of the neces-
sary security controls.  Typi-
cal classifications include (1) 
public, (2) internal, (3) confi-
dential, and (4) highly-
confidential.  For example, 
public information could refer 
to such items as marketing 
material or any other official-
ly-disclosed information.  In-
ternal information could refer 
to internal memorandums, 
training material, or process 
and procedure documents. 
Confidential information 
could refer to personal infor-
mation, such as social securi-
ty numbers, credit card num-
bers, etc, medical infor-
mation, client information, or 
business information. Highly 
confidential information could 
refer to strategic business 
information, such as pending 
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Use policies - specify consent 
to monitoring; specify Inter-
net access rules regarding 
allowable and prohibited 
sites, chat rooms, instant 
messaging, and audio and 
video streaming; prohibit 
downloads of unapproved 
software; prohibit use of un-
approved hardware; focus 
email use on business activi-
ty, and prohibit connection to 
unsecured WiFi networks;  

Social Media policy - pro-
hibit posting confidential in-
formation of the organization 
on Facebook, Twitter, and 
LinkedIn; and  

Bring Your Own Device 
(BYOD) policy - require anti-
virus software, installation of 
updated software, and re-
mote wiping to remove confi-
dential data in case of theft 
or loss. 

Processes and Agree-
ments  

A few key processes and 
agreements can strengthen 
your cybersecurity program.  
For example, an Exit Review 
process can ensure logins 
and passwords are disabled 
in a timely manner when an 
employee or contractor 
leaves the organization; a 
Security Risk Assessment 
process can identify cyberse-
curity threats and vulnerabil-
ities in your organization, es-
timate the likelihood of 
threat occurrence, and deter-
mine the business impact;  
an Incident Response pro-
cess can prove to be invalua-
ble in identifying roles, exe-
cuting tasks, and managing 
expectations during the cha-
os and uncertainty associat-
ed with a cybersecurity inci-
dent or data breach; a Busi-
ness Continuity process en-
sures critical business func-
tions remain available during 
a period of major disruption 
and an orderly ramp up to 

normal operations.  A Third-
Party Security Review pro-
cess assesses the third par-
ty’s ability to meet your cy-
bersecurity requirements for 
information protection.  A 
non-disclosure agreement 
promotes the confidentiality 
of business information 
shared with third parties.  
Also, any services agree-
ments that involve sharing 
non-public information (e.g., 
outsourcing, cloud) with a 
third-party should include 
contract clauses to protect 
your confidential information 
and require compliance with 
applicable federal, state, and 
international laws for privacy 
and data security. 

Third-Party Solutions 
Numerous third-party 

tools exist to perform the 
“identify, protect, detect, re-
spond, and recover” func-
tions that form the basis of 
cybersecurity frameworks, 
such as NIST.  Although not 
an exhaustive list, the follow-
ing tools are worth consider-
ing for your organization: 

Password managers (e.g., 
1Password, LastPass, 
KeePass); Single Sign-On 
(SSO); Identity and Access 
Management (IAM); Mobile 
device management; End-
point protection; Virtual Pri-
vate Network (VPN); Data 
loss prevention (DLP); Intru-
sion Detection Systems (IDS) 
and Intrusion Protection Sys-
tem (IPS); Security Infor-
mation & Event Management 
(SIEM); Credit monitoring 
services; Cyber liability in-
surance   
Training 

Although technical tools 
fuel the cybersecurity de-
fenses of a typical organiza-
tion, the human element re-
mains a vital component.  
Therefore, timely, concise, 

Recommendations 
Understanding and ad-

dressing cybersecurity may 
seem overwhelming; howev-
er, I recommend dividing the 
task into four main areas: 
(1) policies, (2) processes 
and agreements, (3) third-
party solutions, and (4) 
training. 

Policies 
Policies represent a man-

agement team’s view of the 
standard of conduct for the 
organization.  An enumerat-
ed list of security policies is 
necessary but not sufficient.  

Policies are only as good as 
the implementation and en-
forcement.  Although not a 
comprehensive list, I recom-
mend following policies as a 
start:  

Password policy - specify 
a minimum password length 
(e.g., 10 digits); require a 
combination of numbers, let-
ters, and special characters; 
encourage use of a pass-
phrase; prohibit re-use of 
passwords; specify a fre-
quency for changing pass-
words; and require changing 
of default passwords for net-
work devices;  

Computer and Internet 
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This story can fit 150-200 words. 

One benefit of using your newsletter as a 

promotional tool is that you can reuse con-

tent from other marketing materials, such as 

press releases, market studies, and reports. 

While your main goal of distributing a news-

letter might be to sell your product or ser-

vice, the key to a successful newsletter is 

making it useful to your readers. 

A great way to add useful content to your 

newsletter is to develop and write your own 

articles, or include a calendar of upcoming 

events or a special offer that promotes a 

new product. 

You can also research articles or find “filler” 

articles by accessing the World Wide Web. 

You can write about a variety of topics but

try to keep your articles short. 

Much of the content you put in your news-

letter can also be used for your Web site. 

Microsoft Publisher offers a simple way to 

convert your newsletter to a Web publica-

tion. So, when you’re finished writing your 

newsletter, convert it to a Web site and 

post it.
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The state of Colorado has 
been spotlighted by mass 
media since their amend-
ments regarding marijuana 
laws.  In Marijuana Legaliza-
tion in Colorado: Learned 
Lessons, authors David Blake 
and Jack Finlaw wrote, 
“proponents of marijuana le-
galization gathered enough 
signatures to place an 
amendment to the Colorado 
Constitution on the statewide 
ballot. The initiated measure 
was marketed as ‘The Regu-
late Marijuana Like Alcohol 
Act of 2012,’ but was com-
monly known as Amendment 
64.”  

Amendment 64 permits 
individuals age 21 or older to 
consume or possess one 
ounce or less of marijuana, 
while also providing for licen-
sure of cultivation facilities, 
product manufacturing facili-
ties, testing facilities, and re-
tail stores. Along with this 
new amendment came 
changes within the governing 
body of the state of Colora-
do. It was necessary to im-
plement the Marijuana En-
forcement Division (MED) of 
the Colorado Department of 
Revenue (DOR) to regulate 
the licensing of producers, 
processors, and retailers of 
marijuana. Consequently, the 
MED created the Retail Mari-
juana Code (1 CCR 212-2) to 
publicize rules for facilities 
and establishments that cul-
tivate and sell retail recrea-
tional marijuana.  
With these revisions to the 
state law regarding marijua-
na came a whole host of un-
intended negative conse-
quences.  The information in 
this article is intended to 
demonstrate the unintended 
consequences that Amend-
ment 64 has caused. Moreo-
ver, the intention is to bring 

awareness to other jurisdic-
tions considering the legali-
zation of marijuana.  

Homelessness & Hous-
ing Shortage in Denver 

Regardless of the reason 
someone is visiting Denver, 
Colorado, be it for business 
or pleasure, it is blatantly ap-
parent one of the most seri-
ous unintended consequenc-
es of legalized marijuana is 
homelessness. In a 2014 
broadcast by CBS News, offi-
cials at a local homeless cen-
ter said, “the influx they are 
seeing is straining their abil-
ity to meet the needs of the 
increasing population; as 
many as 30% had relocated 
to Denver for pot, but with-
out a place to stay.” A 2016 
article by David Kelly of the 
Los Angeles Times found that 
there are over 3,700 home-
less individuals occupying 
Denver. In the same article, 
Steve Walkup, who runs a 
local program to assist the 
homeless stated, “[p]eople 
come out here because they 
hear great things about Den-
ver, then realize costs are 
three times higher than back 
home. They can’t rent a 
place or buy a place and end 
up on the streets.”  

Still, many shelters will 
not accommodate many of 
these homeless people for 
one underlying reason: mari-
juana. Many shelters have 
incredibly stringent rules that 
absolutely prohibit marijua-
na, pipes, and other drug 
paraphernalia. The vast ma-
jority of homeless individuals 
who came to Denver for legal 
marijuana were unprepared 
for what they would encoun-
ter when they arrived. What 
might be surmised overall is 
that many of the homeless 
are being offered a shelter 
with food and bedding, but 
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Tanya Woods of the West Side Justice 

Center assists homeowners who struggle to 
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paired-driving cases involv-
ing marijuana, representing 
13% of total impaired-driving 
citations issued by the State 
Patrol in Colorado . Based on 
this, marijuana could be a 
proponent of negative driving 
ability and vehicular acci-
dents within Colorado. 

The difficulty in prosecut-
ing an individual for driving 
under the influence of mari-
juana in Colorado lies in the 
fact that there is no unlawful 
limit on blood marijuana con-

tent. Blood marijuana con-
tent does not dissipate at a 
consistent rate in most hu-
mans, and residual marijua-
na can remain in the human 
body for extended periods of 
time. Still, the state of Colo-
rado was aware of the poten-
tially large number of individ-
uals driving while impaired 
and passed Colorado Bill 13-
1325 to set a legal limit for 
impaired driving. In previous 
years, law enforcement offic-
ers would require drivers to 
take a blood test to see how 
much THC was in a person’s 
system. However, this meth-
od of testing is not an accu-
rate indication of impair-
ment. However, Hound Labs 
was cognizant of the necessi-
ty for a reliable tool to screen 

individuals under the influ-
ence of marijuana. With as-
sistance from the University 
of California at Berkley, they 
are currently in the clinical 
testing phase of a marijuana 
breathalyzer.   
Troubles in the Workplace 

Within the professional 
sphere, there have been a 
myriad of challenges related 
to employment legalities and 
marijuana/drug policies. 
Amendment 64 legalizing 

recreational mari-
juana , however, 
ensures that em-
ployers do not 
have to accom-
modate the use of 
marijuana in the 
workplace. Never-
theless, there will 
likely be a push-
back from em-
ployees regarding 
these policies, 
and it has been a 
spotlighted topic 
in the news.  

Jason Beinor was 
a medical mariju-

ana patient in Colorado and a 
custodian at a mall. He was 
terminated when he failed a 
random drug test. The fact of 
the matter was that the com-
pany did in fact have a zero-
tolerance policy. Beinor filed 
for unemployment benefits; 
however, he was denied. The 
case made it to the Colorado 
Court of Appeals. The Court 
of Appeals cited Colorado’s 
unemployment compensation 
provisions, which state that 
an employee may be disqual-
ified from receiving unem-
ployment compensation ben-
efits if a separation from em-
ployment occurs because of 
the “presence in an individu-
al’s system, during working 
hours, of not medically pre-
scribed controlled substanc-

for those who will not surren-
der their paraphernalia, they 
are left without an option, 
but to be homeless.  
 The homeless concern 
then ties into another de-
tail—the housing market in 
Denver. In 2014, housing 
prices in Denver soared by 
17 percent. The unfortunate 
reality is that even if a home-
less person was to get a min-
imum wage job, they would 
not make enough money to 
afford housing in Denver. Ar-
ielle Milkman of 
New Republic 
Magazine reports, 
“Colorado’s mini-
mum wage is just 
$8.23 per hour, 
while in 2014 the 
average Denver 
resident needed 
to earn at least 
$35 an hour to 
afford to live in 
the city.” The 
economy in Den-
ver is thriving, 
but the number of 
affordable homes 
and apartments 
in shrinking. . What makes it 
even more challenging is that 
in Denver Section 8 housing 
for individuals and families is 
selected solely on a lottery 
basis, which truly leaves 
chances at Section 8 housing 
slim to none.  
Driving & DUI 

In The Implications of Ma-
rijuana Legalization in Colo-
rado, published by the Jour-
nal of the American Medical 
Association, the authors 
wrote that “the combination 
of marijuana plus ethanol in-
creases the risk of motor ve-
hicle collisions more than ei-
ther substance alone.” The 
Denver Post reported that 
within the first five months of 
marijuana legalization, there 
were 228 people cited in im-
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they suspect money is relat-
ed to illegal activity or even 
state legal marijuana activi-
ties. This then forces mariju-
ana businesses to operate as 
a cash-only business, which 
poses a huge legal and safe-
ty risk for proprietors in the 
marijuana business.  
Conclusion 

The unintended conse-
quences evidenced within 
Colorado’s passage of 
Amendment 64 should serve 
as an example to other 

states considering legaliza-
tion of marijuana. The issues 
affect not only local, state, 
and federal governments, 
but also affect private and 
public employers. It begs the 
question then, how does a 
state determine whether the 
benefits outweigh the risks of 
legalizing marijuana? 

The one thing that is bla-
tantly obvious is these con-
cerns will only be exacerbat-
ed if they continue to get 
pushed aside and left unat-
tended.  

▪ Danny M. Tsataros

[Editor’s Note: In March 
2017, two Illinois legislators 
introduced a bill that would 
make it legal for adults 21 
and older to possess, grow, 
and buy limited amounts of 
marijuana.  As of this publi-
cation, the Cook County Bar 
Association does not have an 
official position on this is-
sue.] 

es.”  (Emphasis omitted.) 
Under the Colorado constitu-
tion, “a physician does not 
prescribe marijuana, but may 
only provide ‘written docu-
mentation’ stating that the 
patient has a debilitating 
medical condition and might 
benefit from the medical use 
of marijuana.” (Emphasis in 
original.) Beinor v. Indus. 
Claim Appeals Office, 262 
P.3d 970, 973 (Colo. App. 
2011). The Colorado Su-
preme Court later declined to 
review the case.  
Financial & Banking Con-
cerns 

A large number of banking 
institutions do not want to be 
a part of the marijuana in-
dustry because the federal 
government prohibits banks 
and credit unions from taking 
marijuana money. In fact, 
the Bank Security Act (BSA) 
dictates financial institutions 
are required to file suspicious 
activity reports (SARs) when 
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On March 29, 2017, the Professional Re-

sponsibility Committee held their second 

annual program. “Lawyer Land,” which 

took place at The John Marshall Law 

School and introduced law students and 

entrepreneurial minded attorneys to the 

trial and tribulations of firm life as well as 

starting your own practice.. 

emerge from disciplined, in-
novative, and persistent 
cyber attackers; however, 
we all have an on-going chal-
lenge to be diligent and alert 
in protecting our confidential 
information in this ever-
changing environment.  

▪ Kenneth Carr  
New Star Legal LLC 

and relevant cybersecurity 
training remains paramount.   
Conclusion 

As attorneys, we are ex-
pected to have some level of 
competence in the area of 
cybersecurity.  Fortunately, 
bar associations, course pro-
viders, and government enti-
ties are also responding to 
this need with articles and 
specific training. The cyber-
security landscape continues 
to change as new threats 
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KUDOS CORNER
On March 13, 2017, the 

Illinois Appellate Court af-
firmed a 
jury ver-
dict 
awarding 
2.118 
million 
dollars to 
the es-
tate of 
Tommye 
Ruth 
Freeman.  
CCBA 
Past 
President 
Larry 
Rogers, 
Jr. represented the estate in 
a suit against the City of Chi-
cago for the acts of a CPD 
officer that proximately 
caused Ms. Freeman’s death.  

On July 3, 2008, after re-
ceiving a report that the oc-
cupants of a SUV had just 
burglarized a home, police 
attempted to pull over the 
SUV, which sped away.  Po-
lice then drove behind the 
SUV the wrong way down a 
one-way street with their 
emergency lights activated, 
intermittently using their si-
ren.  The fleeing SUV ulti-
mately turned onto State 
Street going in the proper 
direction of traffic and the 
police followed, deactivating 
their lights and siren.  The 
fleeing SUV drove through a 

red light at 76th and State, 
striking Tommye Freeman 

and killing 
her. The 
appellate 
court reject-
ed the city’s 
arguments 
on appeal 
that the evi-
dence did 
not support 
a finding 
that the of-
ficer’s con-
duct was 
the proxi-
mate cause 
of the acci-

dent that killed Ms. Freeman, 
or that the jury verdict was 
coerced.  When the trial 
court polled the jury after re-
ceiving its verdict in favor of 
Ms. Freeman’s estate, one 
juror responded this was not 
her verdict.  The trial court 
ultimately ordered the jury to 
continue deliberating, after 
which it returned the same 
verdict it had before in favor 
of the estate.  The appellate 
court held the trial court had 
not abused its discretion.   

The case is Freeman v. 
City of Chicago, 2017 IL App 
(1st) 153644. 
CCBA proudly salutes Past 
President Larry Rogers, Jr. 
on this major professional 
accomplishment. 

▪ Staff Writer

http://www.cookcountybar.org



